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A brief presentation of the AMMC
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THE MOROCCAN FINANCIAL SECTOR

The Capital Market is supervised by the AMMC (Autorité Marocaine du Marché des

Capitaux).

 The central depository (Maroclear)
 Casablanca stock exchange 
 Brokerage firms
 Custodians
 Financial investment advisors
 Management companies and institutions :

• Undertakings for collective investment in transferable
securities (UCITS) 
• Venture capital investment vehicles (OPCCs) 
• Real Estate Investment Schemes (OPCIs) 
• Securitization Trusts (FPCTs)

While banks are supervised by the Moroccan central bank « Bank Al-Maghrib ».  
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Since 2007, AMMC became a signatory of the MMOU of IOSCO (The

International Organization of Securities Commissions)

The application to become a signatory to the MMOU was accepted after an

assessment by the IOSCO committees of the compliance of the regulating

standards of Moroccan financial market to internationally adopted standards.
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1. Cooperate in developing, implementing and promoting adherence to internationally

recognized standards of regulation, oversight and enforcement in order to protect

investors, maintain fair, efficient and transparent markets, and seek to address

systemic risks ;

2. Enhance investor protection and promote investor confidence in the integrity of securities

markets, through information exchange and cooperation in order to reinforce the

supervision (surveillance) of the markets and professionals ;

3. Exchange information at both global and regional levels on their respective experiences in

order to assist the development of markets, strengthen market infrastructure and

implement appropriate regulation.

The International Organization of Securities Commissions 
(IOSCO)
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The main

objective of

« IOSCO » is to

establish

international

standards

allowing to :



Introduction
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Recently, regulators and financial sector supervisors have become aware that

financial services are becoming vulnerable to cyber threats, primarily due to

the increasing role of digital services in the delivery of financial services.

Cyber criminals are going directly to where the money is – the financial sector.

Banks and financial firms are big targets for cyber crime.
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Financial crimes and fraud
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Source : Oliver Wyman



Financial crimes and fraud

Financial crime and fraud are not a new phenomenon. They exist since the

concept of money first developed. The new fact is the sophistication and the use

of technology to facilitate theses crimes.

In 2018, the World Economic Forum noted that fraud and financial crime was a

trillion-dollar industry, and that the private companies spent approximately

$8.2 billion on AML controls alone in 2017.

The crimes have increased and become more costly than ever.
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Focus on the « CAPITAL MARKETS AND ML/FT RISKS » (1/2)

Capital markets may offer opportunities to carry out ML/FT transactions. These markets can be used

in the «layering» and «integration» phases during which «dirty» money can be transformed into

financial assets via transactions on these markets. These transactions may benefit from the following

factors :

1. The large volumes of transactions carried out on these markets make it difficult to analyze each

transaction from a ML/FT perspective ;

2. The favorable conditions, in terms of liquidity and rapid trading, offered by these markets are

highly sought after by potential criminals ;
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Focus on the « CAPITAL MARKETS AND ML/FT RISKS » (2/2)

3. The competitive nature of these markets can lead market participants to ignore «suspicious

transaction indicators» ;

4. The compliance culture with respect to AML/CFT remains a relatively new topic ;

5. The ability to perform transactions through multiple entities so as to avoid easy detection ;

6. The globalization and integration of financial markets and the accessibility of electronic

trading platforms offering possibilities for financial transactions between markets and regions.
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THE IMPORTANCE OF A ML/FT RISK ASSESSMENT

The identification and control of ML/FT threats is based on the adoption of a control approach based

on risk assessment. This assessment is used to scale the due diligence system to be implemented

according to the risk areas identified.

Beyond compliance with legal and regulatory requirements, the adoption of a risk-based control

approach offers several operational advantages :

1. Effectively modulate controls based on identified risks

2. Optimize the allocation of control resources to the areas of highest risk

3. Be able to provide documented justification to the supervisory authorities for decisions to

strengthen/simplify AML/CFT controls.
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CYBER RISK
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There is a wide range of cybersecurity frameworks in existence :

 Some generalized,

 Some aimed at protecting a nation’s critical infrastructure,

 Some formalized in national or international standards,

 Some specific to a particular sector of the economy, including the
financial sector.

BACKGROUND :  EXISTING FRAMEWORKS
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1. NIST

The USA’s National Institute of Standards and Technology (NIST) published their first cybersecurity

framework in 2014. NIST published the updated version (1.1) of their Framework for Improving Critical

Infrastructure Cybersecurity on April 16th , 2018.

The NIST Framework has become the default starting position for many organizations wishing to

address issues of cybersecurity.

The NIST Framework is very general, it is aimed at improving critical infrastructure cybersecurity across all

sectors of an economy.
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The Committee on Payments and Market Infrastructures (CPMI) at the Bank for International Settlements (BIS),

in collaboration with the Board of the International Organization of Securities Commissions (IOSCO), developed

the document for “Guidance on cyber resilience for financial market infrastructures” (Cyber Guidance) in

June 2016.

The Guidance applies to a complete national Financial Market Infrastructure (FMI), it is based on principles

rather than the setting of specific standards, in recognition of the dynamic nature of cybersecurity.

It emphasizes that cybersecurity is more than just IT. An organization needs both a principles-based

framework and an IT cybersecurity framework, working in concert to ensure the security of a financial

institution against cyber threats.

2. CPMI-IOSCO
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3. THE CIS 20 CONTROLS

The Center for Internet Security (CIS) is a non-profit entity based in the US dedicated to “safeguard private

and public organizations against cyber threats”. This is of particular interest because of its “bottom-up”

approach to cybersecurity.

Rather than a set of principles mandated by regulators,

supervisory authorities or consortiums of leading banks,

the CIS approach relies on the donated expertise of

those dealing with cybersecurity.
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Main conclusions of the 

IOSCO report :

« Cyber Security in Securities Markets

– An International Perspective »
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Cyber security is one of the most important challenges facing market

participants and regulators today.

Regulators have adopted various tools in order to help enhance the

cyber security frameworks of market participants, in the context of

their jurisdiction’s overall approach to cyber security.

• Regulators’ tools



• Regulators have chosen to raise awareness levels regarding cyber

security through the use of examinations and the issuance of

guidance, guidelines or frameworks.

• Furthermore, regulators have also initiated and coordinated drills

simulating cyber events and breaches involving all stakeholders

including SROs and various market participants.

• Regulators’ tools
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• Regulators have also initiated regulatory changes or developed

new regulations requiring market participants to identify cyber

risks, to detect threats, to protect themselves against them and to

respond and recover from cyber security events.

• The disclosure of cyber security risks and incidents by reporting

issuers is an important action which helps regulators.

• Regulators’ tools
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• Appropriate governance

• The IOSCO report has highlighted a number of processes that regulated entities

should consider in implementing or reviewing their cyber security framework.

• Appropriate governance (including the involvement of senior management

and company boards), is paramount for the effectiveness of the overall

information security framework.

• It helps organizations focus attention, determine their risk priorities and allocate

resources to cyber security. Cyber security should be an integral part of a

regulated entities’ risk management program.
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• Information sharing

Finally, the IOSCO report has considered issues surrounding the

importance of sharing information related to cyber security

among market participants and regulators.

Securities regulators can and do promote and benefit from

information sharing.

Given the international nature of cyber risk, there is a need for

information sharing at the international level.
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Moroccan Financial Sector case :

Roadmap for cyber risk surveillance 

within the financial system
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Morrocan Financial Sector case : Roadmap for cyber risk surveillance
within the financial system (1/2)
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Given the systemic nature of the cyber risk, the CCSRS (Systemic Risk

Coordination and Oversight Committee : including the Central Bank, the

AMMC and the insurance Authority) recommended the development of a

related roadmap for the financial system.
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Morrocan Financial Sector case : Roadmap for cyber risk
surveillance within the financial system (2/2)

1. Agree on a common framework for the three regulators to monitor
this risk : Defining and implementing an appropriate control device at
each regulator

2. Create a tool for the committee to monitor the actions taken by each
Regulator : Definition of cybersecurity reporting requirements
(Reports, Questionnaires, etc.)

3. Ensure good inter-authority coordination and external actors
(Direction Générale De La Sécurité Des Systèmes D’information
(DGSSI), Agence De Développement Du Digital (ADD), the
international organizations, etc.)

Objectives 
of the 
Roadmap



Raising awareness

27

Raising cyber-security awareness is vital, because cyber-security is less

about technology and more about people.

But there has been too much focus on technology solutions, and less on

people and processes.



• Raising awareness : the case of the Moroccan Capital Market
Authority (AMMC)

Promoting financial education and raising awareness of the market participants

and the investors is one of the most important missions of the AMMC.

 The AMMC holds awareness meetings with the market participants.

 The regulator publishes guides, news release and recommandations. The most

recent AMMC guide was published in december 2019 and is the first of a future serie

of guides dedicated to the Anti-Money Laundering and Combating the Financing of

Terrorism.
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New Approaches to Compliance
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Source : « Financial crime and fraud in the age of cybersecurity », McKinsey & Company, October 2019
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Bringing together financial crime, fraud, and cyber operations



All risks associated with financial crime involve three kinds of

countermeasures :

1. Identifying and authenticating the customer

2. Monitoring and detecting transaction and behavioral anomalies

3. Responding to mitigate risks and issues.

Bringing together financial crime, fraud, and cyber operations
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• Taking a holistic view

Source : « Financial crime and fraud in the age of cybersecurity », Mc Kinsey & Company, October 2019
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Three models for addressing financial crime are distinguished by the

degree of integration they represent among processes and operations

for the different types of crime :

1. Collaborative model

2. Partially integrated model

3. Unified model
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1- Collaborative model :

Each of the domains—financial crime, fraud, and cybersecurity—maintain

their independent roles, responsibilities and reporting.

Each unit builds its own independent framework, cooperating on risk

taxonomy and data and analytics for transaction monitoring, fraud, and

breaches.
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2 - Partially integrated model :

Cybersecurity and fraud are partially integrated as the second line of defense.

Each unit maintains independence in this model but works from a consistent

framework and taxonomy, following mutually accepted rules and responsibilities.

A consistent architecture for prevention (such as for customer authentication) is

adopted, risk-identification and assessment processes are shared, and similar

interdiction processes are deployed.
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3. Unified model :

In this fully integrated approach, the financial crimes, fraud, and

cybersecurity operations are consolidated into a single framework, with

common assets and systems used to manage risk across the enterprise.

 A single view of the customer.

 Efficiencies of scale and processes,

 Better institution’s analytic and detection capabilities.
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CONCLUSION
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THANK YOU FOR YOUR ATTENTION

http://www.ammc.ma
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