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Importance of Cyber Security

Cyber Security becomes the most challenging issue in banking and  

financial sectors.

Cyber Security is considered as the one the major 

Risk factor in banking sector like , Operational Risk, 

Market Risk &  Credit Risk

Because of :

Rapid Digitalization on DigitalBanking

Any where and Any timebanking

Raise of Various mode ofPayments

Open Banking Concept israising

Office works are converting from manual to 

digitalization/automation process



CyberSecurity



Issues of CyberSecurities
Identity theft

Banking frauds

Hacking

Phishing

Distributed denial-of-service(DDoS ) attack

Various forms of Online Violence against  

Women

Cyber bulling

Online threats & intimidation

Revenge Porn

Copyrights issues

Social Media Crisis

Denial of Service attack

Child Online Protection

Lack of Standardization  and proper

policy

Awareness and capacity

building



Cybersecurity Statistics and Trends for 2021



Impactful Cybersecurity Facts and Stats

The worldwide information security market is forecast to reach $170.4 billion in 2022. 
(Gartner)



88% of organizations worldwide experienced spear phishing attempts in 2019. (Proofpoint)

68% of business leaders feel their cybersecurity risks are increasing. (Accenture)

Data breaches exposed 36 billion records in the first half of 2020. (RiskBased)

86% of breaches were financially motivated and 10% were motivated by espionage. (Verizon)

45% of breaches featured hacking, 17% involved malware and 22% involved phishing. (Verizon)

Between January 1, 2005, and May 31, 2020, there have been 11,762 recorded breaches. (ID Theft 
Resource Center)



Impactful Hacking Stats

The average cost of a data breach is $3.86 million as of 2020. (IBM)

The average time to identify a breach in 2020 was 207 days. (IBM)

And the average lifecycle of a breach was 280 days from identification to containment. (IBM)

Personal data was involved in 58% of breaches in 2020. (Verizon)

Security breaches have increased by 11% since 2018 and 67% since 2014. (Accenture)

64% of Americans have never checked to see if they were affected by a data breach. (Varonis)

56% of Americans don’t know what steps to take in the event of a data breach. (Varonis)

https://www.capita.com/sites/g/files/nginej146/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.capita.com/sites/g/files/nginej146/files/2020-08/Ponemon-Global-Cost-of-Data-Breach-Study-2020.pdf
https://www.ibm.com/security/data-breach
https://enterprise.verizon.com/resources/executivebriefs/2020-dbir-executive-brief.pdf
https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
https://www.varonis.com/blog/data-breach-literacy-survey/
https://www.varonis.com/blog/data-breach-literacy-survey/


Finance
The financial services industry takes in the highest cost from cybercrime at an average of $18.3 million per 
company surveyed. (Accenture)

Nearly two-thirds of financial services companies have over 1,000 sensitive files open to every employee. 
(Varonis)

Financial and manufacturing services have the highest percent of exposed sensitive files at 21%. 
(Varonis)

On average, a financial services employee has access to nearly 11 million files the day they walk in the 
door. For large organizations, employees have access to 20 million files. (Varonis)

The average cost of a financial services data breach is $5.85 million USD. (Varonis)

Financial services businesses take an average of 233 days to detect and contain a data breach. (Varonis)

https://www.accenture.com/us-en/event-cybertech-europe-2017?src=SOMS
https://info.varonis.com/hubfs/docs/research_reports/2021-Financial-Data-Risk-Report.pdf?utm_content=146358482&utm_medium=social&utm_source=twitter&hss_channel=tw-21672993
https://www.varonis.com/blog/data-risk-report-highlights-2019/
https://info.varonis.com/hubfs/docs/research_reports/2021-Financial-Data-Risk-Report.pdf?utm_content=146358482&utm_medium=social&utm_source=twitter&hss_channel=tw-21672993
https://info.varonis.com/hubfs/docs/research_reports/2021-Financial-Data-Risk-Report.pdf?utm_content=146358482&utm_medium=social&utm_source=twitter&hss_channel=tw-21672993
https://info.varonis.com/hubfs/docs/research_reports/2021-Financial-Data-Risk-Report.pdf?utm_content=146358482&utm_medium=social&utm_source=twitter&hss_channel=tw-21672993


Cybersecurity Cost Predictions

Worldwide cybercrime costs will hit $6 trillion annually by 2021. (Cybersecurity Ventures)

Ransomware damage costs will rise to $20 billion by 2021 and a business will fall victim 
to a ransomware attack every 11 seconds at that time. (Cybersecurity Ventures)

Damage related to cybercrime is projected to hit $10.5 trillion annually by 2025. 
(Cybersecurity Ventures)

More than 70 percent of security executives believe that their budgets for fiscal year 2021 
will shrink. (Mckinsey)

https://cybersecurityventures.com/top-5-cybersecurity-facts-figures-predictions-and-statistics-for-2019-to-2021/
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
https://www.mckinsey.com/business-functions/risk/our-insights/covid-19-crisis-shifts-cybersecurity-priorities-and-budgets


COVID-19 Cybersecurity Statistics
COVID-19 has impacted every industry and corner of the globe, and cyberspace is no exception.

The global pandemic has paved avenues for cybercriminals to target many new victims: the healthcare 

industry, the unemployed, remote workers and more. 



Since the pandemic began, the FBI reported a 300% increase in reported cybercrimes. (IMC Grupo)

27% of COVID-19 cyberattacks target banks or healthcare organizations and COVID-19 is credited for a 238% rise 
in cyberattacks on banks in 2020. (Fintech News)

Confirmed data breaches in the healthcare industry increased by 58% in 2020. (Verizon)

33,000 unemployment applicants were exposed to a data security breach from the Pandemic 
Unemployment Assistance program in May. (NBC)

Americans lost more than $97.39 million to COVID-19 and stimulus check scams. (Atlasvpn)

In April 2020, Google blocked 18 million daily malware and phishing emails related to Coronavirus. (Google)

52% of legal and compliance leaders are concerned about third-party cyber risks due to remote work since COVID-19. 
(Gartner)

https://www.imcgrupo.com/covid-19-news-fbi-reports-300-increase-in-reported-cybercrimes/
https://www.fintechnews.org/the-2020-cybersecurity-stats-you-need-to-know/
https://enterprise.verizon.com/resources/reports/2020-data-breach-investigations-report.pdf
https://www.nbcnews.com/tech/security/four-states-warn-unemployment-benefits-applicants-about-data-leaks-n1212431
https://atlasvpn.com/blog/over-150-000-covid-related-fraud-reports-submitted-to-the-us-government-ytd
https://cloud.google.com/blog/products/identity-security/protecting-against-cyber-threats-during-covid-19-and-beyond
https://www.gartner.com/en/newsroom/press-releases/2020-04-24-gartner-says-52-percent-of-legal-and-compliance-leaders-are-concerned-about-third-party-cybersecurity-risk-rince-covid-19


Remote work has increased the average cost of a data breach by $137,000. (IBM)

47% of employees cited distraction as the reason for falling for a phishing scam while working 
from home. (Tessian)

81% of cybersecurity professionals have reported their job function changed during the 
pandemic. (ISC)

Half a million Zoom user accounts were compromised and sold on a dark web forum in April 
2020. (CPO Magazine)

Cloud-based cyber attacks rose 630% between January and April 2020. (Fintech News)

Remote workers have caused a security breach in 20% of organizations. (Malwarebytes)

https://www.ibm.com/security/data-breach
https://f.hubspotusercontent20.net/hubfs/1670277/[Tessian Research] The Psychology of Human Error.pdf?__hstc=170273983.3ca31fe6a9bd3fbf4df8356b4498939c.1595357368274.1595357368274.1595357368274.1&__hssc=170273983.1.1595357368274&__hsfp=2623516125&hsCtaTracking=f5dae75c-eda9-4caa-9175-b4afb88be295|f0cafcb0-1663-44c9-ab7d-b15cd7cd4423
https://www.isc2.org/News-and-Events/Press-Room/Posts/2020/04/28/ISC2-Survey-Finds-Cybersecurity-Professionals-Being-Repurposed-During-COVID-19-Pandemic
https://www.cpomagazine.com/cyber-security/half-a-million-zoom-accounts-compromised-by-credential-stuffing-sold-on-dark-web/
https://www.fintechnews.org/the-2020-cybersecurity-stats-you-need-to-know/
https://resources.malwarebytes.com/files/2020/08/Malwarebytes_EnduringFromHome_Report_FINAL.pdf














FutureIssues

1. Dark Web

The dark web is the World Wide Web content that exists on darknets, overlay networks which  use the Internet 

but require specific software, configurations or authorization to access. The  dark web forms a small part of the 

deep web, the part of the Web not indexed by search  engines, although sometimes the term deep web is 

mistakenly used to refer specifically to the  dark web

You simply need to install and use Tor. Go to www.torproject.org and download the Tor Browser  Bundle, which 

contains all the required tools. Run the downloaded file, choose an extraction  location, then open the folder 

and click Start Tor Browser.

http://www.torproject.org/




A cryptocurrency (or crypto currency) is a digital asset designed 
to work as a medium of exchange  using cryptography to secure 
the transactions, to control the creation of additional units, and to 
verify  the transfer of assets. Cryptocurrencies are classified as a 
subset of digital currencies and are also  classified as a subset 
of alternative currencies and virtual currencies.

Bitcoin or digital cash is based on the latest technology, called 
blockchain which uses blocks to store  or record data. It was 
developed in 2008, initially to ensure that the diamond sold in 
the market is not  actually a blood diamond. The blocks are 
secured using cryptography.

Earlier on August 13, 2017 Nepal Rastra Bank stated that the 
operation of Bitcoin or any other
cryptocurrency is illegal inside the country (Nepal Rastra Bank 
Act 2058).

The reason given was due to Anti Money Laundering risk 
associated with virtual coins or crypto  currency.

2. Crypto currency(Bitcoin)



3. Smart City and IoTgovernance







Conclusion

From the whole concept of financial crimes, you may now know how financial crimes are

and how with the advent of technologies many countries are dealing with it. As the

criminals who are committing such acts always remain ahead of the workers. But with the

various manual or technological variations many countries are working on it and made

different ways to combat the financial crimes.

As there are several ways that are still undiscovered in which technology can help in

decreasing financial crimes. But the key to it lies in the proactiveness of the financial sector

as well as the successful implementation of it. If we talk about our country then Egypt

is on the right track but needs to speed up the process and implementation.





Thank you
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