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The AMLA Consideration
The Anti-Money Laundering Act of 2020
(AMLA) gives the US Department of Justice
(DOJ) the power to subpoena the records of
foreign banks with correspondent accounts
in the US. This power, if used, makes it much
easier and quicker for the US government to
access foreign records, and will likely
increase foreign record requests.

2

The AMLA Consideration
• The Penalties: noncompliance with a subpoena may
result in losing access to US banking services, fines,
penalties and foreign banks may be fined up to
US$50,000 per day for each day of noncompliance
with
the
subpoena.
Additional Potential Penalties if noncompliance
exceeds 60 days. In addition, US financial
institutions to terminate its correspondent
relationship with a foreign bank that fails to comply
with a subpoena. If the US financial institution fails
to do so, it may be fined up to US$25,000 per day. 3

AMLA rewrites existing BSA award statute:
Old: Treasury “may” pay an award capped at $150,000,
New: Treasury “shall” pay an award up to 30%, if
sanction > $1M
Old: Prior BSA whistleblower protection statute, U.S.C. §
5328, repealed
New: 31 U.S.C. § 5323(g), modeled after Dodd-Frank
regime, but employees of NCUA-and FDIC-insured
institutions will rely on Title 12 whistleblower
protections
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The AMLA Consideration
Beneficial ownership registry
Generally defined as those who directly or
indirectly "exercise substantial control" over the
entity or who own or control more than 25 percent
of the ownership interest of such entities.
• Changes to CDD/Beneficial Ownership Rule .
• Willful failure to file beneficial ownership
information can result in civil liability of $500 per
day that the violation continues, as well as a
fine and imprisonment of not more than two
years.
22
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Title LXIII: DOJ Subpoena Power
• Subpoenas apply to foreign financial
institution that maintain correspondent
account in the USA
• Broaden authority to include not only
records related to such correspondent
account… include any account at the
foreign financial institution including records
maintained outside of the US.
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Consequences for Violation
An issuing agency may impose a civil penalty of up
to $50,000 for each day the foreign bank fails to
comply.
Following 60 days of noncompliance, the Secretary
or Attorney General may seek additional penalties
and compel compliance in the appropriate U.S.
district court. The foreign bank may face legal
action to compel compliance with the subpoena,
and to produce either certified records or to
provide testimony regarding the production
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Consequences for violations
Added two new criminal BSA violations to Title 31
for
intentionally
deceiving
or
withholding
information from financial institutions
 Punishable by up to 10 years' imprisonment and
a fine of up to $1 million and Increased civil
penalties for repeat and egregious BSA violators
 Prohibitions on those who commit an
"egregious" violation of the BSA from serving on
the board of directors of a United States financial
institution during the 10-year period after their
conviction or entry of judgment
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Consequences for Violations
 The DOJ may order USA FI terminate the NonCompliant foreign banking relationship bank that
does not comply with the subpoena
 Failure to terminate the relationship, however, will
incur a civil penalty of up to $25,000 for each day
the relationship continues.
 Any funds held in the correspondent account of a
foreign bank that is maintained with the U.S.
financial institution may be seized to satisfy penalties
for the unauthorized disclosure of a subpoena or
failure to comply with a subpoena, or associated
with a contempt of court order.
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CRS: overview
• Subject matter: Automatic exchange of financial
account information
• Developed by the OECD and endorsed by the G20
member states
• Has two main components:
o Competent Authority Agreement (MCAA)
o CRS (Due Diligence and Reporting Rules (DDRR)

• Covers a broad scope through three dimensions:
o Financial institutions concerned
o Financial accounts covered
o Financial information to be reported

CRS: key obligation
Reporting Financial Institutions (RFIs) are
required to review their Financial
Accounts to identify Reportable
Accounts by applying Due Diligence
Rules and, then, Report the Reportable
Information.

CRS Reporting Obligations and Increased
Documentation
 OECD 5 January 2022 published an updated list of countries committed to
collecting self-certification and the Automatic Exchange of Information
(AEoI) Reporting. Up until 2021, 108 countries adopted the protocol and
thus fell in scope to exchange information related to offshore investment.
At the beginning of 2022, 4 more countries have been added to the list
with an additional 9 set to implement the requirement in 2023 and 2024.
 JURISDICTIONS UNDERTAKING FIRST EXCHANGES BY 2022 (4)
 Jamaica, Kenya, Maldives, Morocco
 JURISDICTIONS UNDERTAKING FIRST EXCHANGES BY 2023 (6)
 Jordan, Moldova, Montenegro, Thailand, Uganda, Ukraine
 JURISDICTIONS UNDERTAKING FIRST EXCHANGES BY 2024 (3)
 Georgia, Rwanda, Tunisia
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CRS Reporting Obligations and Increased
Documentation
 Implications of non-compliance go beyond financial fines and
can lead to significant reputational risk. In some cases, tax
authorities may publish cases of non-compliance with FATCA
and CRS regulations, leading to naming and shaming in the
industry and media. This objectively may have a longer-lasting
impact on a financial institution than any of the financial
penalties
 Fines can range from USD 2,800 up to USD 70,000 depending
on the type of contravention, with additional administrative
penalties being applied for every day of failure to comply.
These non-compliance penalties are usually drafted and
enforced by local tax authorities, therefore are specific to
each country.
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Effects of Crypto Assets for Global Tax
Transparency
 Many jurisdictions have already established reporting regimes
for this type of transaction, requiring virtual asset service
providers (VASPs) to report transactions to both the agencies
in charge of combating money laundering and the financing
of terrorism, as well as tax administrations.
 For this reason, on March 22, 2022, the Organization for
Economic Cooperation and Development (OECD) published
a public consultation document on a new global framework
for fiscal transparency to allow the presentation of reports and
the exchange of information regarding crypto assets, and the
proposed amendments to the CRS
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Rules and Commentary of the Crypto-Asset
Reporting Framework
 According to the consultation document, the rules and
commentary of the CARF have been designed around
four key building blocks:
 the scope of crypto assets to be covered;
 the intermediaries subject to data collection and
reporting requirement
 the transactions subject to reporting, as well as the
information to be reported in respect of such
transactions; and
 the due diligence procedures to identify crypto asset
users and the relevant tax jurisdictions for reporting
purposes.
15-16 Aug Amman 2022

Slide 15

Rules and Commentary of the Crypto-Asset
Reporting Framework
• The following four types of relevant transactions are
reportable under the CARF:
– exchanges between crypto assets and fiat
currencies;
– exchanges between one or more forms of crypto
assets;
– reportable retail payment transactions; and
– transfers of crypto assets.
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Regulatory Compliance & Data Governance

1.

2.

3.

Digital Transformation in
Banking

Master Data Governance

Reg Tech

The Foundation on the
Data Governance for
Operations, Regulations,
and Reporting

Regulatory Compliance
derives Strategy and
Successful Deliveries

Transforming the Business
and Operating Models in
the Banking Regulations

4.

5.

Analytics and AI

Data Governance Architecture

Next Generation Regulatory Compliance

Infrastructure, Support, & Knowledge Transfer

Diagnostic Analytics
Behavioral Analytics
Predictive Analytics
Prescriptive Analytics

Life Cycle Delivery
Processing Engine
Implementation Best Practices

Important characteristics of DG definitions

2020@Compliance Alert
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Regulatory Compliance & Data Governance - in 'Financial Crime AML

THE PAIN
•

Need for Governance, a 360 view
on Financial Activity and Customer
Risk - One streamlined framework

•

Visibility into the risk associated
with customers with whom and
where they are doing business

•

Standardization, centralization and
optimization are the ultimate
objectives

•

Look into specific lines of business

•

Consider a broader range of
activities

•

Data warehouse and data feeds to
access the right data

•

Scattered Data Jeopardizing
Monitoring Quality

KYD: Know Your Data
GRC: Governance, Risk, & Compliance
Data is the new Oil for the Businesses across the Globe
The 30 Years of Experience in Foundation, covered by VALOORES!
Visualize
Leverage
Monitoring
d
Launch
Existing
and Testing
Regional
Compliance
Data
Program
Reportin
Data Mart
g

DATA
GOVERNANCE
Enhance Third
Party Risk
Monitoring

Automate
Pre-Approval
and Disclosure
Tool

QuantitativeEnhanced
Compliance Risk
Assessment

Consider asking yourself these questions:
• Are we taking all reasonable measures to mitigate the risk by
leveraging global data that is accurate, reliable, timely, robust and
verifiable?
• Does our data bring together corporate linkage and beneficial
ownership?
• Can we get to this data quickly through modern delivery channels?
• Can we leverage analytics to understand direct and indirect
relationships, handle looping control and support all end points?
• Are we using master data and automated intelligence to create a
data inspired compliance program?
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Two Worlds: AML/CFT Vs. CRS, GDPR and DPP
• AML regulations require the collection, processing and
analysis of large volumes of personal data, the aim :
preventing the financial services industry from being
exploited as a means of laundering money and committing
financial crimes
• Data Protection regulations places restrictions on how,
when and why personal data can be collected, processed
and used It broadens the definition of personal data,
bringing all information collected under the AML
regulations directly within the jurisdiction of DP.
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How to ensure compliance with GDPR
 A GDPR-compliant data governance
transformation, like any other, necessitates a shift in
business culture, both Data Processor and Data
Controller must take into account to complay with:
 “information held by the company,"
 "how to communicate privacy information,"
 "data breaches,"
 “take data protection in account all the times,"
 "ensuring international compliance”
 “create internal security policy”
 “when to conduct data protection assessment”
 “effective data governance strategy”
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What Are the Subject’s Rights Under GDPR?
• Rectification of the personal data
• Notice when their personal data is used
– Includes modifications and erasures
• Can restrict how their data are processed
• Can reject automated individual decision-making
• Access to their personal data collected about them
• Must be able to receive their data and transfer it to
a third party
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GDPR Obligations

• Obligations to comply with
Data Breach notification

Privacy Impact
Assessment

Keeping of
processing
activities
records
New rights for
natural persons

Appointment of a Data Protection
Officer

Transparency

New definition
of consent

Sharing of responsibility between
data controller and data processor

Accountability & Privacy by design
/ by default
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GDPR possible sanctions

 First category of violations:

Article 83 of
the GDPR

• Failure to comply with the obligation to process the data collected fairly
Processing of sensitive data - Lack of information/consent of the data
subjects - Breach of data subjects rights of access/rectification/opposition,
right to be forgotten, right to the portability of data to a third country
• Non-compliance with a data protection authority injunction
 Fine of up to 4% of the annual worldwide turnover or €20 million

 2nd category of violations:

• Failure to comply with the obligation to keep a register of data processing
register - Lack of notification of a security breach
• Failure to comply with the obligation of security - Absence of "Privacy by
design“ - Absence of an impact assessment (PIA) - Failure to appoint a
Data Protection Officer (DPO)

 Fine of up to 2% of the annual worldwide turnover or €10 million
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What Happens if I Don’t Follow GDPR?
• Fine of either €20,000,000 or 4% of annual revenue
(whichever is more) for:
– Not having a “lawful basis” to process data or
getting insufficient consent
– Not being able to allow individuals to exercise
their rights
• Fine of 2% of annual revenue for:
– Not having records in order
– Not providing proper notification of a breach
15-16 Aug Amman 2022
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The Data Governance making the Difference
“ We cannot solve our problems
by using the same kind of thinking
we used when we created them. The
whole of science is nothing more
than a refinement of everyday
thinking.”
Albert Einstein
Albert Einstein, a theoretical
physicist, developed the theory of
relativity,

“ There are Risks & Costs to
Action. But they are far less than
the long range risks of comfortable
inaction.”

“The art of war teaches us to rely
not on the likelihood of the
enemy’s not coming, but on our
own readiness to receive him; not
on the chance of his not attacking,
but rather on the fact that we have
made our position unassailable.”
Sun Tzu
Sun Tzu also rendered as Sun Zi, was a
Chinese general, military strategist,
writer, and philosopher who lived in the
Eastern Zhou period of ancient China.

“ Regulation is necessary,
particularly in a sector, like the
banking sector, which exposes

countries and people to
risk.”

John F Kennedy
American politician who served as the
35th President of the United States from
January 1961 until his assassination in
November 1963

Christine Lagarde
French lawyer and Union for a Popular
Movement politician who has been the
Managing Director of the International
Monetary Fund since 5 July 2011

QUESTIONS?

Thank You
Bachir A. El Nakib, CAMS, ACFE, AICFA
Lebanon:+961 331 3592
Qatar: +974 6615 1040
| Lebanon POB 14-6149
Email:Nakib.ba@calert.org
www.compliancealert.org
www.calert.info
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