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Preface

These days, virtually all aspects of public life are visible online. With this trend comes abundant risk. 

Organizations are negatively affected more frequently by cyber-related issues, including cybersecurity 

intrusions, fraud and financial crimes (e.g., money laundering, bribery, tax evasion). Financial 

institutions may suffer greater impact from this trend, but other industries feel similar pain and may 

find lessons to learn.

Criminals are creative, inventive, and discover quickly what works and what does not. If customers are 

affected by nefarious activity, they do not care how the organization solves the problem as long as it is 

resolved promptly and effectively. 

Organizations must be prepared to rally their full resources; however, they often unintentionally dilute 

their efforts by handling cybersecurity, fraud and financial crimes in separate silos. 

A new approach is needed.



Motivation for Cyberattack



Illustrating the Problem

Expenditures on cybersecurity products and services worldwide are expected to exceed US$1.75 

trillion cumulatively from 2021 through 2025. According to the US Department of the Treasury’s 

Financial Crimes Enforcement Network, as of September 2020, 

Enterprises across the United States lose a total of US$1 billion each month due to cybercrime. 

Such numbers are disconcerting by themselves, but they are even more so in cases of fraud, 

where additional losses from associated costs may exceed US$3 for every dollar stolen.



SolarWinds Attack - 2021

SolarWinds attack, which severely compromised hundreds of companies and government 

agencies. 33k customers, 18k of which had been affected.

A supply chain attack such as this seeks to attack all the companies that have the compromised 

company (in this case, SolarWinds) as part of their software supply chain.

The NotPetya ransomware attack used this technique in 2017 and thus compromised updates to 

Ukrainian accounting software and caused large companies such as FedEx and Merck to report 

financial impacts of more than $300M each.



Bangladesh Bank

In 2016, hackers attempted to steal US$1 billion from the Bangladesh Bank by focusing on 

SWIFT, 

The hackers used custom-designed keylogger software to steal official bank credentials and a 

custom malware kit to cover their tracks. 

They monitored the bank’s activity and timed the transfers perfectly so that they would appear 

genuine. 

Only through a stroke of luck and a typographical error were the hacks discovered and partially 

stopped, with losses limited to US$101 million.



Hackers steal Credentials an attck
Bank Accounts

Hackers have become familiar with cybersecurity vulnerabilities and banking processes, controls 

and possible attack points. 

They hold enterprises hostage through ransomware attacks. 

They steal confidential information, spoof identities and practice social engineering to gain access 

to and interruption of business operations. 

Their attempts are boundless.



Bank Customer Journey

The customer can open an account online by submitting vital information such as their name, 

address, phone number and Social Security number. 

Funds are deposited, managed and transferred (including payment of bills to third parties) via 

online processes. But each step leads to risk exposure.



Typical Approach to Managing 
Risk



Typical Approach to Managing 
Risk

To keep user data and assets safe and secure, banks usually apply three types of 

countermeasures:

1. Identifying and authenticating customers

2. Monitoring and detecting suspicious transactions and behaviors

3. Mitigating risk and issues

There is little distinction between the countermeasures in that they are applied regardless of the 

type of risk, whether it is for a cybersecurity breach, fraud or other financial crimes.





The need for integrated approach

Criminals do not restrict themselves in one way. 

They attack at the most vulnerable access points, regardless of department. 

When banks make their weak spots more secure, cybercriminals move to the next weakest point 

within the bank’s technological structure.

The increasing success of cyberattacks demonstrates the failure of the use of silos in protecting 

organizations. 

There is an urgent need for a simple but fundamental change.



“To more effectively and proactively 
protect their customers and assets, 
financial institutions should look at the 
three types of risk as a unified threat to 
the enterprise, whether it is for a 
cybersecurity breach, fraud or other 
financial crimes.”





Thank You


