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— Virtual assets
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Virtual currencies Gaming tokens
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Cryptocurrency number
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Market Summary > Bitcoin
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Layering

Multiple transactions convert the payments Virtual Asset

frltlarp (l)(ne[ wtrrl‘ual gssel into another to remove Service Provider

all links to the crime. ‘ .
Hackers send the ‘cleaned

bitcoins to a service provider or

bank that converts the virtual
assels into fiat money.

Hackers’ receiving

( S,, e J‘L‘ A Q wallet
5 o . Each ransom payment goes into a
“ o S publicly identified bitcoin wallet.
22355 (oS J) gaY) =N
o o . 1 : / ; [ :ll\;-
‘\:L\A‘JJSY‘ J%Y\ Ransom payments /RN Conversion into

Victims pay the hackers a ransom Authorities stopped regulated currency

s
d ‘ y ‘ L_LM..C in Bikcoin lo decrypt thejr y the ‘Wannacry' hackers Hackers receive the bitcoins in the
‘S'A 3 computer & resume their activity.

before they could convert currency of their choice, ready to
Virus

the ransom payments. invest in a bank.

Computers are and spend.
infected with a virus,
disabling businesses,
even hospitals, until a
ransom is paid. "
The “Wannacry” attack paralised its Had the hackers been successful,
victims'’ source of income, health care they would have received a fraction of
and other vital services, resulting in a the amount of damage they caused:

total damage of USDSbillion USD.100 million
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Total cryptocurrency value received by illicit addresses, 2018 - 2023

. Sanctioned jurisdiction Special measures Terrorism financing | Online pharmacy
" FTX creditor claims (fraud) [ Sanctioned entity [ Ransomware [ Cybercriminal administrator Fraud shop
CcSAM B Malware Stolen funds [ Scam [ Darknet market
$40 B
$30 B
$20 B
$125B
$9.48B
$10 B
$468B
$0 B

2018 2019 2020 2021 2022 2023

© Chainalysis



CHAINALYSIS ESTIMATES

How big was crypto
crime 1n 2023?

$24.2B 0.34%

received by illicit of total on-chain
addresses transaction
volume




We’re also seeing a shift in the types of assets involved in cryptocurrency-based
INlicit transaction volufé/B§¥ asset type, 2018 - 2023

== Stablecoins' share of total transaction volume Stablecoins Altcoins | ETH | BTC
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50%

25% 25%

Share of illicit transaction volume
Stablecoins' share of all transaction volume

0% 0%
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© Chainalysis



lllicit transaction volume by crime category and asset

type

« Through 2021, Bitcoin reigned
supreme as the cryptocurrency
of choice among cybercriminals,
likely due to

* its high liquidity. But that's
changed over the last two years,
with stablecoins now accounting
for the

» majority of all illicit transaction
volume. This change also
comes alongside recent growth
in stablecoins’

» share of all crypto activity
overall, including legitimate
activity. However, stablecoin
dominance isn’t the

- case for all forms of _
cryptocurrency-based crime.

100%

75%

50%

25%

0%

Stablecoins Altcoins [ ETH [} BTC
A e ) Qo 5
& ¢ ¢ & & S ® ¢ &
8 S 3 N y
@ & \ x© A& &
W« ¢ eb 9 N\ ¢
Qo 00 .0(‘ &



Total value received by ransomware attackers
2019 - 2023

$1.3B
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Total cryptocurrency laundered by year
2019 - 2023
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Value stolen

Yearly total value stolen in crypto hacks and number of hacks
2016 - 2023

B Total value stolen == Total number of hacks
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Cryptocurrency stolen in hacks by victim platform type
2016 - 2023
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Value stolen

Monthly total value stolen in crypto hacks and number of hacks
2023

B Total value stolen == Number of hacks

$400M 40
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However, for the first time since DeFi’'s emergence as a key sector of the crypto economy, the yearly total
stolen from DeFi protocols fell — and fell significantly.

Value stolen in DeFi hacks
2019 - 2023

B Total value stolen == Number of hacks
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