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After the pager and VHF blasts in Lebanon, we saw a flood of false information spreading around the
nation, inciting panic among smart device users.

This course will focus on the fundamental distinctions between smart devices and the outdated system
pagers, as well as the risks associated to each of them. The pagers incident will serve as a wake-up
call for all of us after exposing our smart phones to the internet and the impact of exploiting them by
threat actors.

Raise Awareness: Inform people and organizations AUDIEN C E

about the growing dangers that confront mobile devices .

and the significance of mobile security in the current Raise Awareness: Inform
digital environment. people and organizations

Anyone interested in smart

Identify risks: Clearly explain the most frequent risks devices safe practices
to mobile security, such as malware, phishing, and app-
related vulnerabilities.

Encourage Best Practices: Provide advice and best
practices for securing mobile devices, guaranteeing -
safe app usage, and preserving personal information. RS HOME

Encourage Proactive Measures: Emphasize that
in order to reduce risks, secure network procedures,
robust authentication techniques, and frequent updates
are essential.

Encourage a Culture of Cybersecurity: Create a
culture of cybersecurity awareness in both personal
and professional situations by instilling in users a sense
of duty to stay watchful and informed about evolving
threats.




NAVIGATING NEW
SECURITY CHALLENGES:

FROM PAGERS
TO SMARTPHONES

l. Introduction

A. The personal and corporate Use of Mobile
Devices in Daily Life

B. The Increase in Mobile Vulnerabilities and
Threats

C. What is a Pager and how do VHF/UHF pagers
work

D. Key difference between pagers and smart
phones

Il. Mobile cyber security Risks

A. Typical categories of mobile risks

1. Malware (ransomware, trojans, and viruses)
2. Attacks by phishers

3. Man-in-the-middle (or network) assaults

4. App flaws

B. Risks associated to pagers

C. Data on events involving mobile security

D. Instances of serious violations

lll. Best Practices for Mobile Device Security
A. Use of complex and robust passwords

B. Strong authentication mechanisms

C. Software Updates for the operating system
D. Updates for apps

E. Setting up antivirus software

F. User awareness

G. Security Hardening checklists

IV. Safe App Usage

A. Downloading apps from trusted sources
B. Reviewing app permissions

C. Avoiding suspicious or unnecessary apps

V. Secure Network Practices

A. Avoiding public Wi-Fi for sensitive transactions
B. Using VPNs for enhanced security

C. Understanding secure vs. unsecured networks

VI. Data Protection and Privacy

A. Encrypting sensitive data

B. Backing up data regularly

C. Managing personal information shared on apps
and social media

VII. Responding to Security Incidents
A. ldentifying signs of a breach or malware
B. Steps to take if compromised

1. Reporting the incident

2. Restoring device security

VIIl. Future Trends in Mobile Security

A. Advances in biometric security

B. Al and machine learning in threat detection

C. The impact of 5G technology on mobile security
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ARCSHIELDS, DIRECTOR

Jean-Michel is the former Head of Information Security Department at Byblos Bank Group.

He is a Certified Information Systems Auditor (CISA) from ISACA, a lecturer at University Saint
Joseph-ESIB and Ecole Nationale D’ Administration (ENA) Lebanon and a cyber security trainer and
technical committee member in the Union of Arab Banks.

Jean Michel was respectively the Head of IT Audit, the Head of MIS and the Head of Information
Security department at Byblos Bank Group. He was recently appointed as Director of ArcShields
Cybersecurity company.

He graduated from the French engineering school Ecole Nationale de la Statistique et de L'Analyse
de L 'Information (ENSAI) and holds a degree in Economics from Saint Joseph University.

Jean Michel has been an Information Systems professional for more than 20 years including 19 years
of Information Security and IT Audit in the financial industry.

He is a certified vulnerability scanner, an expert in implementing an Enterprise Security Architecture,
conducting risk assessment, CSIRT, Digital forensics, IT Auditing and Penetration testing and has
been teaching & lecturing security standards & best practices in reputable universities & governmental
agencies.
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PARTICIPATION FEES: 500$

Banks wishing to nominate unlimited
number of attendees to participate
in this webinar ,Can benefit from the
special offer of 5000 $ only

MEANS OF PAYMENT

FAB - USD : First Abu Dhabi Bank, Corniche Branch
Swift code : NBADAEAA

Account no : 1411203132414017

Iban no: AE91 0351411203132414017

Beneficiary name : Union of Arab Banks

For more information and registration kindly contact:
training@uabonline.org




