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UNLOCKING

CYBERSECURITY SECRETS:

ADVANCED TOOLS & TECHNIQUES FOR SECURITY PROFESSIONALS

BACKGROUND

The likelihood and impact of exploiting companies s assets are rising due to the usage of artificial intelligence,
the availability of public tools, and the ongoing emergence of new vulnerabilities. Continuous Cyber security
training is essential to addressing this growing risk trend and reducing the growing disparity between attackers

and security professionals.

The purpose of this training is to shed the light on
the latest threats in 2024 and the top concerns
in the cybersecurity industry. Subsequently,
the sessions combine best practices, security
frameworks, real case studies and hand on labs
in which attendees will understand the mindset
of a hacker and get ready for the battle.

TARGETTED
PARTICIPANTS:

* Chief Information Security Officers (CISO)
* IT auditors

* |IT Risk officers

+ Operational Risk officers

» System Administrators

» Information Technology support officers

PREREQUISITES:

Attendees should bring their laptops with
minimum specs:

*  Windows 10 or 11
*  Memory: 16 GB RAM
* Available storage 200 GB

* Internet access required for some labs
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TRAINING AGENDA:

1. Major Cyber security incidents in 2024
2. The threat Landscape - State of
Cybersecurity in the Arab countries

3. Threat Models: MITRE ATT&CK and
D3FEND

4. Cyber security top controls-SANS V8

5. Open source GRC tools

6. CISA assessment tools

7. Static analysis of PDF and Office files

8. Pattern Analysis and YARA rules use cases

9. Real cases discussion:

OS platform attacks

Web based attacks

Email attacks

Social engineering attacks

Wireless attacks

Web shell Attacks

. APls and Facebook leaks

10. Hands on LAB: Attack simulation on DVWA
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1. Data disposal and data recovery
techniques and Demos

2. Cryptography and Digital Signatures

BitLocker vulnerability and bypass

techniques

The attack life cycle

APT Preventive controls and techniques

Sandboxing tools & techniques and evasion

OWASP Zap advanced techniques

Penetration testing framework- demos

Hands-on Lab: Use open-source tools to

scan Web application and dynamic analysis

of a web or mobile application.

o

© ® N O A

Secure your Infrastructure

Perform a Ransomware Readiness Test

Physical Security attacks and remediation-

Rubber Ducky and O.MG cables

Security Hardening Checklists, tools, &

demos

Logs enrichment with SYSMON

Al in Cybersecurity

a. Chat GPT integration with KALI

b. Chat GPT prompts for
reconnaissance and scanning

C. Chat GPT for Social engineering

d. Perform web security attacks with
Chat GPT

e Al use cases for OSINT

Implementation, configuration, and optimal
use of a Malware Information Sharing
Platform (MISP)

Open Source SIEM Solutions-WAZUH
Wrap-up and recommendations
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JEAN-MICHEL KAWKABANI, CISA

ARCSHIELDS, DIRECTOR

Jean-Michel is the former Head of Information Security Department at Byblos Bank Group.

He is a Certified Information Systems Auditor (CISA) from ISACA, a lecturer at University Saint Joseph-ESIB
and Ecole Nationale D’ Administration (ENA) Lebanon and a cyber security trainer and technical committee
member in the Union of Arab Banks.

Jean Michel was respectively the Head of IT Audit, the Head of MIS and the Head of Information Security
department at Byblos Bank Group. He was recently appointed as Director of ArcShields Cybersecurity
company.

He graduated from the French engineering school Ecole Nationale de la Statistique et de L'Analyse de L
'Information (ENSAI) and holds a degree in Economics from Saint Joseph University.

Jean Michel has been an Information Systems professional for more than 20 years including 19 years of
Information Security and IT Audit in the financial industry.

He is a certified vulnerability scanner, an expertin implementing an Enterprise Security Architecture, conducting
risk assessment, CSIRT, Digital forensics, IT Auditing and Penetration testing and has been teaching and
lecturing security standards and best practices in reputable universities and governmental agencies.
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MEANS OF PAYMENT

Arab Bank — Amman — Jordan
Shmeisani Branch

PARTICIPTION FESS: Account no : 0118/010272-510
Iban no: JO76 ARAB 1180 0000 0011 8010 2725 10
* UAB Members: 1200$ Swift code : ARABJOAX118

* Non Members: 1500$ Beneficiary name : Union of Arab Banks

For more information kindly send an email to
training@uabonline.org

www.uabonline.org



