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Enterprise Risk Management Framework

)=/
O

Step 1: Integrate the Risks
Step 2: Define Risk Appetite

Step 3: Manage the risk. Set the
Polices and Governance.

Step 4: Estimate impact on

capital requirements in base and
stress scenarios

o



ICAAP - Internal Capital Adequacy Assessment Process

Credit risk , Operational risk , Marketing risk

Credit : Concentration, Residual, Refinancing,
monitoring

Traded: Market risk in Trading book, CCR I Information and Cyber Security I

Treasury: Liquidity, Capital, IRBB, Pension

IThird Party Risk Management ]
|ESGR - Climate |

FCC




Information and Cyber Security

Definition Risks due to unauthorized access, use, disruption of information assets or Systems

) | Attack leading to loss by External or trusted internal
Risk Sub | ;
Type Leakage of information
rDisruptinn of operations
Define crown jewels (high impact systems / regulatory risk)
Manage

the Risk Information classification

Rizk assessment (Red /f Amber / Green)

Design and implement defense strateqy - Monitoring

Scenario | Hardwars failure — network disruption — bank wide |

examples |-E-:-n1prcum|5e of critical imformation - Ransome |

|53.r5tem5 faillure impair ability to meat payment obligations (regulator, customer). |

Pillar 2 Estimate add on capital based on replacement cost, expected regulatory fine,

compensation needs, remediation cost




Operational Resilience — managing the risk

Business Continuity
Management

The purpas= af BCM i to minimize the impact of likely operational
disruption ta the Group's businesses and dients.

This purpase i realired through a Businesss mpact Anabysis [BLA)
which establishes the priority of Operational Assets as well as
determining their Continuity Reguirements

Operational Resilience
Program

Defined 25 the ability of firms to prevent, adapt, respand to, recover
and learn from aperational dEruptions bo ensure the financial ssttar
i operationally reslient for clients, firms and financial markets,

Ops Res focusses on the and-to-end resilience of & priodtized list of
business services delivered to clierts.




Third Party Risk Management - TPRM

Life Cycle stages of Third-Party Risk Management

Written

Third Party Ongoing
Due Diligence » .nitoring ond Exit

All Third-Party arrangements must be managed proportionately
in accordance with the underlying risk throughout the lifecycle.

All Third Party selection must be appropriately carried out to
ensure that the Third Party meets the required business outcomes.

Armangements risk assessed and any identified risks must be mitigated
(or accepted) before contract signing and on an ongoing basis.

V %



Climate Risk

limate Rizk i= identified as a matenal risk for the Bank, which is integrated across all Risk Types and is
anaged via ESGR Risk Type framework. The Bank is exposed to climate risk through our clients, own

Definition

perations, vendors, suppliers and from the industries and markets we operate in.

limate Risks Transition Risks
o Clients

Busiress Assed destruction Papulation Increased  Recorsincian /! I'_'h'.lrhun Charge customer Increasein Product Ban high emitting
disruplion  / devaluation  migrafion  Ieurance cast  Replscameant behaviowr  Enengy Prices sybstingion  operalions
Leravar prope Lovwer demand, lovwer gnoadh, increased cast,
Clients Financial ﬂﬂfﬂ'ﬁﬂ*ﬂ Increassd sk Fmﬂh i abrsabile echnology and sssets > affecting financa
D5565 K costs lisigation conditicns
Increased non-performing loans and credit losses Increased non-performing leans and credit losses
» Increased capital re-directed to credit provisioning » Increased capital re-directed to credit provisioning
mpact on » Increased regulatory and shareholder pressure - Increased regulatory and shareholder pressure
= Increased operational risk (including liability risk) = Increased operational nsk {including liability risk)

Delayed transition

Disordery transition

Physical risk events
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Model Risk
What are models?

Models are
simplified
reprezentation of
real-world
relationships

q-

Examples of
Model

Valuations: A calculation engine that helps a portfolic manager in valuing his/her bond portfolio based on
markst parameter changes; e.g., interest rate changes

Treasury: A forecasting tool that helps Treasury in understanding the mpact of currency fluctuations on
forzign currency recenables/payables and devise hedging sirategies

Financial Markets: A mechanism that helps a trader to discover an arbifrage opportunity in betwesn
sacurity price changes or forecast margn requirements based on market risk sensitivities

Credit Risk: A score to calculate the probabibty of default ("PD7) of the kzans in a portfolio using logistic
regression technigue

Market Risk: &n algorthm for the calculation of value-at-risk [WaR") in Market Risk wsing either a
Monte-Carle or histerical simulation

Operational Risk: Bank wants to estimate the guantum of operational nsk losses ansing from people,
processes and systems through a set of pre-defined scenarios built on expert judgements

Stress testing models

Financial Crime Compliance: A pattern-bas=d monitoring system for AML or financial crime by
comiBining static customer profiling data (KYC), transaction monitoring rules and blacklists

Fraud Detection: A fraud defection mechanism allowing monitoring through pre-defined fraud patterns
and evolving behavioral schema using Al and ML technigues

y %




Model Risk

@ pefinition | T " T AR
output of models due to errors in the development, implementation, or use of such models

@.@@Q.

Initiation Development Independent Implementation Decommission
Life cycle | Validation
Risk
management
Cowers the Irﬂependai

Ed I = Processes to

research, analysis, ensure that the
development, e Modeal model is used
testing and nisk E implementationisa cormecy under the  ‘Geasing the use of

Used to formally
kick-off the delivery
of a new modal or a
majar change of an

exisfing modal

assessment that : process of tenms of thair model 3 moded within a
goes info propasing 'EE;H:}':“:' deploying the use control procass through a
a new model or I chall the miadelling solution framework The  decommission plan
miodel :han_g_le 0 odel and WF"T for use moded in use is
meet the business to the relevant subject to periodic

requirements regulations medel monsonng




Stress testing .

1- agree and
document the
scenarios for the
relevant risk

2- Have clear
methodology to
Quantify financial
impact, bottom up or
top down

3- Quantify the
impact under stress
4- Apply
management Actions
o- Quantify impact
after MAs

Geopolitical

Scenarios: Hardware faillure / network disruption — Ransome — System failure
Financial impact: Replacement — Compensation

Scenarios (always consider country, regional and global GDFP impact): | 2iress testing models
can be outsourced

v Trade war from reliable vendors
« Supply chain disruption or developed inhouse,
- High il { energy price = inflation in oil importing markets :ﬂ‘:;:t“r:’;jgf“

» Impact: vabhdation and
« Top Down: Sector level severity assumption monftonng.

« Top down: Portfolio, sector and segment level shift in credit grades
= Tall tree bottom up stress analysis for high impact exposures / industriss

= Scenarios:
Delayed transition
Disorderly transition

Extreme weather events .. Impact on stranded assets for retail and corporate books and supply
chain disruption

= Impact:
= Top Down: Sector level seventy assumption
» Top down: Porifolio, sector and segment level shift in credit grades

» Tall tree bottom uo stress analysis for high mpact expasures [ industries




Thank you
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