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WHEN COMPLIANCE AND
SECURITY ARE ON TWO
DIFFERENT SILOED LEVELS...
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SOME MAP

SECURITY BENEFITS
TO COMPLIANCE

LEVEL

CIS Version

CIS Controls
v7/v8.1

Earlier Versions

Pareto Principle applied directly to

cybersecurity, which is the foundational

philosophy behind the CIS Critical Security

The "20% Effort" (Key
Focus Area)

The Implementation
Group 1 (IG1)
Safeguards (56 total)

The First 50r 6
Controls (often called

"Basic Cyber Hygiene").

Controls (CIS Controls).

The "80% Benefit"
(Mitigation)

Up to 85% - 90% of
successful, non-
targeted attacks.

Around 85% of
common cyberattacks.



TIOIT Increasing regulatory scrutiny (Basel
[, ISO 27001, GDPR,DORA,NIS2,
NCA ECC, SAMA, PSD3, etc.)

C O n t eXt Rise in cyber threats targeting
financial institutions

Siloed compliance and security

R at i O n a I e teams create gaps and inefficiencies

Integration ensures both regulatory
alignment and technical protection




Key
Functions

Compliance

 Ensures adherence to laws,
regulations, and policies

* Focuses on governance, audit,
and accountability

Security

* Protects assets, data, and
systems from threats

* Focuses on Confidentiality,
Integrity, and Availability




Biggest shifts of

the decade

Excluding local
frameworks and
regulations in each
country

2015

2016

2017

2018

2019

2020

2021

2022

2022

2023

2024

PCIDSS 3.1

GDPR
SWIFT CSCP
PCIDSS 3.2

ISO 27003:2017
NIST SP 800-63 .

GDPR Enforcement
GDRA N1
EDPR

GDRR
CCPA approoved

COBIT 2019
ISO 27701 (Privacy)
LGPD Finalized

CCPA enforcement
ISO 22301:2019 BC'M adoption

NIST SP 800-53 Rev s
NIST Zero Trust Archit (SP 800-207)
KSA NCA ECC update

CIS Controis v8
ISO 27002:2022
ISO 27001:2022

ISO 27001:2022 mandatory for new certs
NIS2 Directive
DORA finalize
PCIDSS 4.0

PCIDSS 4.0 enforcement
NIS2



Duplication of efforts (e.g.,
redundant Risk Assessments)

Misaligned frameworks (e.g.,

CO m m O n compliance using ISO 27001,
) security using NIST CSF)
Pain
Lack of shared visibility into risk

PO] ntS metrics

Reactive instead of proactive

coordination
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1-Foundation and Assessment

Establish Executive
Sponsorship

Joint Steering
Committee with CISO,
Chief Compliance
Officer, and CRO

commitment and
budget allocation

Define shared success
metrics (e.g., time to
remediate findings,
reduction in duplicate
efforts)

Current State
Assessment

requirements
(BSA/AML, KYC, GDPR,
GLBA, SOX, DORA, etc.)

Inventory security
controls and
frameworks (NIST CSF,
ISO 27001, CIS V8.1)

and regulatory
Mandates

Joint risk workshop
identifying cyber,
operational, and
compliance risks

Risk Assessment
integration

Create unified risk
taxonomy that spans
both domains

Develop consolidated
Risk Register




Organizational Structure Define new hybrid roles

2-Governance
Develop unified policy Launch cross-training program

a n d hierarchy that addresses both for security and compliance
security and compliance staff

Organization

Culture of compliance and
security from top
management down to every

employee through continuous
training and awareness
programs




3- Integrated
GRC platform

Platform supporting: Risk
management (Cyber + Compliance +
operational)

Control Mapping and Testing

Incident management with regulatory
breach notification workflows

Automated regulatory reporting




Unified Incident Response

Playbooks addressing both technical containment and
regulatory reporting timelines

Integrated Third-Party Risk Management

Consolidate vendor risk assessments and ratings (security
& privacy & regulatory requirements)

4- Process

Monitor third-party controls continuously (critical for

|ntegrati0n DORA requirements)

Financial Crime & Cybersecurity Convergence

Deploy Al/ML solutions for both transaction monitoring
(AML) and anomaly detection (security)

Share threat intelligence between
fraud teams and security operations




% 5- Optimization

and Maturity

Regulatory Technology Enhancement

3 Develop KRI (Key Risk Indicators)
“’“ framework spanning both domains
N

Continuous Improvement

Integrate advanced technologies and
Al and machine learning into AML
programs




Benefits
to the
Bank

Improved efficiency and reduced
duplication

Stronger regulatory defense posture

Enhanced board-level reporting on
cyber & compliance risks

Reduced audit fatigue

Better customer trust through

consistent management of security
and compliance




Key KPls

% of common controls automated
Number of joint audits completed

Mean time to close compliance
findings

Reduction in duplicate assessments
Overall risk reduction




Conclusion

Integration between compliance
and security transforms obligation
into resilience.

Unified approach = better
protection + smarter governance

Cross-functional collaboration is key

Continuous alignment with evolving
regulatory and threat landscape is
crucial



SECURITY AND
COMPLIANCE
PARTNERSHIP

In banking, compliance
builds trust

AND

Security Preserves it!







