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Data Privacy & Regulatory Compllance
in Digital Banking

Building Trust, Privacy-by-Design
and Regulatory Resilience

A practical, banking-focused
seminar combining privacy
governance, regulatory compliance,
risk management and privacy

SEM | NAR The rapid evolution of digital banking, artificial intelligence, cloud computing, advanced
analytics, APIs and fintech ecosystems is transforming how banks collect, process,
OVERVIEW share and protect customer information. At the same time, banks face increasing

regulatory and customer expectations regarding data privacy, confidentiality,
transparency, accountability and responsible use of personal and financial information.

This three-day seminar provides banking professionals with a practical understanding
of data privacy, privacy governance, regulatory compliance and privacy engineering,
with particular attention to the regulatory and operational environment of banks
operating in Qatar. It combines internationally recognized privacy-governance and
privacy-engineering practices with practical banking scenarios and localized examples.

Particular attention is given to emerging banking environments involving Al, cloud
services, digital banking platforms, APIs, analytics and third-party service providers.

LEARN | N G . Undgrstand key privacy principles and their application within banking and financial
services.

OBIJECTIVES + Understand the relationship between data privacy, banking confidentiality,
cybersecurity, data governance and regulatory compliance.

* Recognize key data-protection & privacy obligations affecting banks operating in Qatar.

» Establish effective privacy governance, accountability and oversight arrangements.

+ |dentify and assess privacy risks throughout the banking data lifecycle.

* Apply privacy-by-design principles to banking products, systems and digital
transformation initiatives.

+ Conduct and evaluate Privacy Impact Assessments and Data Protection Impact
Assessments.

» Address privacy risks associated with Al, analytics and automated decision-making.

* Assess privacy implications of cloud services, fintech partnerships, APIs and third-
party processing.

» Select appropriate privacy-engineering and privacy-enhancing controls.

« Strengthen privacy monitoring, incident management and regulatory evidence.

» Develop practical actions for improving privacy maturity within the organization.
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AGENDA | Day 1- Data Privacy, Governance & Regulatory Compliance in Banking

1. THE CHANGING DATA PRIVACY LANDSCAPE

IN BANKING

* Evolution of privacy and data protection in
financial services

+ Digital banking, mobile banking, fintech and
open ecosystems

» Growth of cloud, analytics & artificial intelligence

* Why traditional compliance approaches are no
longer sufficient

« Personal, financial, transactional,
and biometric information

» Personal data versus sensitive personal data

» Privacy versus confidentiality versus information
security

+ Banking secrecy and customer-data protection

* Privacy as a component of digital trust

* Business, regulatory, operational and reputa-
tional consequences of privacy failures

behavioural

Qatar Banking Context

+ Overview of the Qatar data-protection & privacy
environment

» Personal Data Privacy Protection Law

* Relevant cybersecurity, cloud and technology
requirements

» Data localization and cross-border considerations

* International considerations for multinational
banks, including GDPR

* Managing overlapping legal, regulatory and con-
tractual obligations

Discussion: What does a privacy failure look like
in a modern Qatari bank?

Participants examine scenarios involving unauthor-
ized customer-data access, inappropriate marketing
use, third-party disclosure and digital-channel data
collection.

2. BUILDING AN EFFECTIVE PRIVACY GOV-

ERNANCE FRAMEWORK

* Privacy governance principles; accountability
and ownership

* Role of the Board and senior management

* Role of the Data Protection Officer / privacy function

* Responsibilities of the CISO, CIO, Chief Data
Officer, Compliance and Risk

+ Data owners, system owners and business owners

* Role of Internal Audit and the Three Lines Model

* Privacy policies, standards, procedures and
supporting controls

+ Governance committees, escalation and inte-
gration with enterprise risk and compliance

* Regulatory evidence and demonstrating ac-
countability

* Governance of outsourced and shared process-
ing activities

3. GOVERNING THE BANKING DATALIFECYCLE

Discover & Collect

» Data discovery and inventories

* Records of processing activities

* |dentifying data sources

* Customer-data collection

» Purpose and lawful processing

+ Consent management

* Transparency and privacy notices
+ Data minimization

Use & Process

* Purpose limitation

* Access to customer information

» Secondary use of information

* Analytics and profiling

» Sharing information across business units

+ Use of production data for development and
testing
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Share & Transfer

Internal and third-party data sharing
Cloud processing

Cross-border transfers
Data-residency considerations
Data-sharing agreements

Retain & Dispose

Regulatory and business retention requirements
Data-retention schedules and archival

Legal holds

Secure deletion and disposal

Deletion challenges across backups, cloud and
distributed environments

4. DATA SUBJECT AND CUSTOMER PRIVACY
RIGHTS

» Transparency and customer information

* Consent and withdrawal

* Access to personal information

» Correction and accuracy

* Restriction of processing

* Deletion requests

» Conflicting regulatory retention requirements
» Identity verification

* Operational workflows

* Recording and demonstrating compliance

Day 1 Workshop — Designing Privacy Govern-
ance for a New Digital Banking Service

* Governance and accountability structure

+ Customer-data lifecycle

* Processing inventory

* Key privacy obligations

+ Initial privacy-risk scenarios

Day 2 - Privacy Risk, Al, Cloud & Third-Party Compliance

1. PRIVACY RISK MANAGEMENT

Privacygovernanceversusprivacyriskmanagement
Risk appetite, tolerance and capacity

Identifying privacy-risk scenarios, threats, vul-
nerabilities and impacts

Customer harm; regulatory, financial, operation-
al and reputational impact

Developing a privacy-risk register

Risk ownership and treatment options

Risk acceptance and residual risk

Integrating privacy risk with enterprise and tech-
nology risk

2. PRIVACY IMPACT ASSESSMENTS

Privacy Impact Assessment (PIA) and Data Pro-
tection Impact Assessment (DPIA)

When assessments should be performed

New banking products and major technology
changes

* New customer-data uses and high-risk/sensitive
processing

* Profiling and automated decision-making

+ Cloud migration, new vendors and fintech ar-
rangements, and Al implementations

* Assessing necessity and proportionality

* Mapping data flows and identifying privacy risks

» Defining mitigating controls and documenting
decisions/approvals

* Risk acceptance and escalation

» Connecting PIA/DPIA with cybersecurity and en-
terprise-risk assessments

Practical Exercise — PIA for a New Mobile Bank-
ing Feature

Participants identify data flows, processing purpos-
es, stakeholders, privacy risks and required controls.
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3. Al, ANALYTICS & CUSTOMER PRIVACY

Al in Modern Banking

* Credit scoring

* Fraud detection

* AML monitoring

+ Customer analytics and segmentation
* Personalized offers

* Chatbots and virtual assistants

* Generative Al

* Employee productivity tools

Privacy Risks of Al

* Large-scale data collection and secondary use
» Training versus production data

+ Data quality

» Bias and discriminatory outcomes

* Transparency and explainability

+ Profiling and automated decision-making
* Human oversight

+ Sensitive-data inference

* Reidentification

* Model inversion and inference

» Data leakage through generative Al

» Employee use of public Al platforms

Governing Al from a Privacy Perspective

* Al governance and accountability

* Privacy-by-design for Al

* Data minimization and purpose limitation

* Human oversight

* Model and data governance

» Privacy assessments for Al use cases

* Approval, monitoring and evidence of responsi-
ble processing

4. CLOUD, FINTECH & THIRD-PARTY PRIVACY

RISK

* Cloud service and deployment models; shared-re-
sponsibility model

» Customer-data processing in cloud environments

» Datalocation, residency & cross-border processing

» Selecting and assessing cloud service providers

* Fintech partnerships, payment processors, SaaS
and external analytics providers

» Outsourced processing, subprocessors and
fourth-party  risk

» Contractual privacy and security requirements

+ Data ownership and use limitations

» Breach-natification obligations; audit and assur-
ance rights

+  Continuous monitoring

+ Exit planning, data portability and secure deletion

APIs and Data Sharing

* APIs as a privacy boundary

* Authentication and authorization
+ Excessive data exposure

+ Data minimization in API design
* Logging and monitoring

* Third-party APl access

+ Controlling and revoking access

Day 2 Banking Case Study — Al-Based Credit
Scoring in the Cloud

Participants act as the bank’s privacy, risk, security,
technology and compliance committee and decide
whether to approve, conditionally approve or reject
the proposed solution, considering customer-data
processing, automated decision-making, cloud ar-
chitecture, data residency, third-party access, regu-
latory requirements and required controls.
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Day 3— Privacy Engineering, Monitoring & Regulatory Resilience

. PRIVACY BY DESIGN & PRIVACY ENGINEERING

Privacy-by-design & privacy-by-default principles
Moving from compliance requirements to techni-
cal controls

Privacy engineering objectives

Proactive versus reactive privacy controls
Integrating privacy into project and change man-
agement and the Secure Development Lifecycle
Privacy requirements during system design
Data-flow analysis and trust boundaries
Architecture reviews

Governance gates for new digital products
Privacy acceptance criteria

ENGINEERING PRIVACY INTO BANKING

SYSTEMS

3.

Identity and access management

Least privilege

Role-based and attribute-based access
Privileged access management

Segregation of duties

Segregation of development, testing and production
Protecting databases and data repositories
Secure APIs and interfaces

Data-loss prevention

Monitoring privileged access

Protecting customer information in non-production
environments

Logging while minimizing unnecessary privacy ex-
posure

PRIVACY-ENHANCING TECHNOLOGIES
Encryption at rest, in transit and in use
Key-management considerations
Tokenization of payment & customer information
Data masking
Pseudonymization and anonymization
Reidentification risk
Differential privacy
Synthetic data
Homomorphic encryption
Emerging privacy-enhancing technologies
Selecting controls according to the banking use case

Practical Discussion — Which Privacy-Enhancing
Technology Should We Use?

Credit-card information

Customer analytics

Al model development
Application testing

Fraud analytics

Data sharing with fintech partners

4. PRIVACY MONITORING & INCIDENT MANAGEMENT

Continuous privacy monitoring

Detecting inappropriate data access and unauthor-
ized processing

Data-loss indicators

Privacy control testing

Monitoring privileged users, vendors & processors
Privacy KRIs and KPls

Privacy dashboards and escalation thresholds

Privacy Incidents

Privacy incident versus cybersecurity incident
Incident classification

Data-breach investigation

Determining affected information and individuals
Containment

Regulatory assessment

Notification and communication

Customer considerations

Third-party incidents

Evidence preservation

Root-cause analysis

Lessons learned and control improvement

5.ASSURANCE, AUDIT & REGULATORY READINESS

Demonstrating privacy compliance

Policies and procedures

Processing inventories & data-flow documentation
Consent and access records

Privacy assessment evidence

Vendor due-diligence and data-transfer records
Incident and breach records

Privacy control assessments

Internal audit and compliance monitoring
Management and Board reporting

Regulatory examinations

Moving from point-in-time compliance to continu-
ous assurance
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Final Banking Simulation — The Digital Banking Privacy Incident

Participants respond to a simulated incidentinvolvinga ¢ What happened & what customer data is affected?
cloud service provider,compromisedAPI,unauthorized ¢  Which privacy & regulatory requirements may apply?
access to customer information, an Al application us- ¢ Who needs to be involved?

ing customer data, potential inappropriate third-party ~ * Whatimmediate containment actions are required?
processing, data-residency concerns, and regulatory/ ~ * What evidence must be preserved?
customer-notification considerations. *  What regulatory and customer communications

should be considered?
* What corrective controls should be implemented?

WHO SHOULD | SEMINAR
ATTEND? | METHODOLOGY

« Data Protection and Privacy Professionals * Instructor-led presentations

« Compliance and Regulatory Affairs Professionals | * Banking-specific examples

+ Information Security and Cybersecurity Teams * Qatar-focused regulatory discussions
«  Chief Data Officers and Data Governance Teams | * Practical exercises

+ Operational and Enterprise Risk Professionals * Group workshops

* Privacy-risk scenarios

+ Case studies

* Interactive discussions

» Final banking incident simulation

» Technology and Enterprise Architects

+ Digital Banking and Transformation Teams

» Al, Data Science and Analytics Teams

* Cloud, Application and API Security Professionals

* Internal Auditors and IT Auditors The emphasis throughout the three days is on

' ngal Professignals _ translating regulatory and privacy requirements
*  Fintech and Third-Party Risk Teams into practical governance, risk-management and

* Business and Product Owners technology controls that participants can apply
* IT and Technology Management within their banks.
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Abdo Chalhoub is a cybersecurity, governance, and digital
transformation executive with more than 35 years of international
experience advising governments, financial institutions,
multinational organizations, and development agencies across the
Middle East, Africa, Asia, Europe, and Australia. Throughout his
career, he has led enterprise technology, cybersecurity, governance,
risk, compliance, privacy, Al governance, and operational resilience
programs, delivering large-scale digital transformation initiatives,
national digital government programs, and internationally recognized
assurance and certification initiatives.

He currently serves as Head of Information Security at Legal
TR AI N ER Ready and as Project Implementation and Governance
Advisor for the US$150 million World Bank-financed Lebanon
Digital Acceleration Project (LDAP). Previously, he served as
Mr' Abdo ChalhOUb Chief Information and Security Officer at Azentio Software,
Executive Vice President at Path Solutions, Senior ICT Project
Manager with UNDP/OMSAR, Network Consulting Engineer at
Cisco Systems, and Technical Manager at Texas Instruments,
where he gained extensive experience in enterprise infrastructure,
networking, systems engineering, and technology consulting.

In parallel with his executive leadership career, Abdo has
contributed to higher education as a Part-Time Instructor at
the Lebanese American University (LAU), ESA Business
School, and Haigazian University, teaching information systems,
cybersecurity, governance, project management, and digital
transformation while mentoring the next generation of technology
professionals.

Abdo is a trusted advisor, educator, international speaker, and
ISACA Global Accredited Trainer for CISA, CISM, CGEIT,
CDPSE, COBIT, and AAIR. He is dedicated to advancing
cybersecurity, Algovernance, digital trust, organizational resilience,
and public-sector digital transformation through executive
leadership, advisory services, and professional education.
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